GE HealthCare

URGENT FIELD SAFETY NOTICE

Date of Letter Deployment GE HealthCare Ref. # 36170
To: Healthcare Administrator / Risk Manager
Chief of Nursing

Director of Biomedical Engineering

RE: Portrait Core Services Software version V1.2.0 Security Vulnerability

Safety Issue

GE HealthCare has become aware that Portrait Core Services SW V1.2.0 release, which is a component
of Portrait Mobile Monitoring Solution, contains a software security vulnerability that can allow a
malicious actor with access to the hospital network to gain privileged access to the device and
potentially cause a loss of patient monitoring, missed patient alarms and/or enable unauthorized
access to Protected Health Information (PHI).

There have been no injuries or unauthorized access reported to GE HealthCare as a result of this issue.

Actions to be taken by Customer/User

You can continue to use Portrait Mobile Monitoring Solution with Portrait Core Services SWV1.2.0,
pending GE HealthCare correction. If you need help to identify if your Portrait Mobile Monitoring
Solution has Portrait Core Services SW 1.2.0, contact GE HealthCare Service.

Ensure that your facility follows all hospital networking and cybersecurity policies and procedures
along with the security considerations outlined in the GE HealthCare Portrait Mobile Monitoring
Solution Privacy and Security Manual p/n 5970026.

Please retain this document for your records.

Please complete and return the attached acknowledgement form electronically via Pofentbusnssiomsson
or print, fill out manually, scan, and email to Confidential business information

Affected Product Details

Please see the table below to identify the affected products:

Product Ref# GTIN Number
Portrait Core Services SWV 1.2.0 | 5700592 | 00198953056752

Intended Use:

The Portrait Mobile Monitoring Solution is intended to acquire, store, calculate, display and export
patient monitoring data as well as provide real time alarming for monitoring adult and pediatric
patients (3 years of age and older, and weighing more than 10 kg).

Physiological parameters and waveforms supported are:
+ Pulse oximetry (SpO2 /pulse rate)
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+ Respiration rate (RR)

Continuous pulse oximetry and respiration rate monitoring may be used for patients at risk of
cardiorespiratory and infectious complications.

The Portrait Mobile Monitoring Solution is intended for use under the direct supervision of a licensed
healthcare practitioner, or by personnel trained in proper use of the equipment in a professional
healthcare facility.

Product Correction
GE HealthCare will correct all affected products at no cost to you. A GE HealthCare representative will
contact you to arrange for the correction.

Contact Information
If you have any questions or concerns regarding this notification, please contact GE HealthCare
Service or your local Service Representative.

Please be assured that maintaining a high level of safety and quality is our highest priority. If you have
any questions, please contact GE HealthCare per the contact information above.

Sincerely,
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GE HealthCare

GE HealthCare Ref. # 36170

MEDICAL DEVICE NOTIFICATION ACKNOWLEDGEMENT
RESPONSE REQUIRED

Please complete this form and return it to GE HealthCare promptly upon receipt and no later
than 30 days from receipt. This will confirm receipt and understanding of the Medical Device
Correction Notice.

Facility Name:

Street Address:

City/State/ZIP/Country:

Customer Email Address:

Customer Phone Number:

By signing this form, we acknowledge receipt and understanding of the accompanying
Medical Device Notification, and that we have informed all potential users and have
taken and will take appropriate actions in accordance with that Notification.

Please provide the name of the individual with responsibility who completed this form.

Signature:

Printed Name:

Position/Job Title:

Date (DD/MM/YYYY):

To complete this form electronically, please scan | To complete this form via email, scan or
the QR Code below or click this link: take a photo of the completed form and
[ b L email to: Confidential business information
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